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KADEL MUSDIENAS DARBINIEKU
KIBERDROSIBAS ZINASANAS
IR LOTI SVARIGAS?

THE 7 LAYERS OF CYBERSECURITY

THE HUMAN LAYER

PERIMETER SECURITY
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Tehniskie e-pastu
aizsargslani nespej
mus pilnitba pasargat!

Kads kaitnhiecisks e-pasts
vienmer izklust tiem cauri

Vai Jusu darbinieki ir tam

.’ _ .
gatavi: Atpazit un Zinot par
socialas inzenierijas

uzbrukumu?







Nodefinesim ko velamies sasniegt -
uz ko tiecamies!

1 Darbinieks klust par dalu no organizacijas aizsardzibas

A Ists pikskerésanas uzbrukums vienmeér tiek pazinots

drosibas komandai, darbinieks uz ta neuzkeras

1 Par istu draudu zino visi darbinieki

1 Par istu draudu tiek pazinots iespejami atri (Velams dazas

minutes) — lai mazinatu ta raditas sekas!

A LEE HOXHUNT



Ka tad mes varam parvaldit darbinieku
riskus?

Ar cilveku risku parvaldibas un
kiberdrosibas apmacibu platformu

HOXHUNT




Ka darbojas Hoxhunt?
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Hoxhunt Apmacibu simulacija
ar mikro-treninu momentu

Kvartala tradicionala
pikskerésanas kampana




Darbinieku iesaiste:
Tradicionala pieeja




Darbinieku iesaiste:
Pozitiva pieeja izmantojot Speles elementus

80-90%
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Adaptivas macibas, kas balstitas uz:

PETER, HR MANAGER

PETER’S SKILL

New employee PROFILE

Started training 3 months ago

. PREVIOUS SIMULATION WAS REPORTED

. PREVIOUS SIMULATION FAILED

Email

Inter-org

.. Dangerous files
communications

IT admin Authority
(inter-org) impersonation

(/
//

Online services Personal

Package delivery notifications

JANE, IT ADMIN JANE’'S SKILL
Started training 11 months ago PROFILE

. PREVIOUS SIMULATION WAS REPORTED

. PREVIOUS SIMULATION FAILED

Email
Inter-or .
.. g Dangerous files
communications
IT admin d Authority
(inter-org) \ impersonation

Online services Personal

Package delivery notifications

Automatizeta, Adaptiva un Pozitiva pieeja



ADAPTIVAS MACIBAS

 |NDIVIDUALA PRASMJU MATRICA

Temporal attacks

* 9 TEMAS, 5 PRASMJU LIMENI
* MOTIVEJOSI SPELES ELEMENTI

 MI| BALSTITA ADAPTACIJA

Package delivery
notifications \

Inter-org
communications

Online services Inter-org IT-admin
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Leaderboard

Quarter 2 2023

Hoxhunt
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Sales All departments

Okko Parviainen

Atso Puronen

Jim Moliski

Sacha Vekeman

%

%

%

7%

Dashboard Shields

Achievements Leaderboards Challenges More Tr.

Silver

Overall Progress

@® 38 reported

(TAS O 7 clicked

14 missed

Achievements

Next

Master of the Universe
a Earn a total of 150 stars

133 /150

Winning streaks

< Q@

Current streak Best streak

1 8

See al

Latest

> One of these things is not like
the other

Successfully report a spoofina simulation

Fantastic job!

You spotted a Hoxhunt training email. Keep up the great

work with reporting!

Learn about the shady tricks used Iin this simulated

phishing email and earn one more star!

Nt oy

LIETOTAJA PIEREDZE



O HOXHUNT Vadibas Panelis Vairogi Sasniegumi Lideru Saraksts Izaicin&jurni z':;m'ba: _—

Safirs

Rubins
.
s . X
Lideru saraksts Skatit visus Sérijas Kopéjais progress
2024, gada 3. ceturksnis
o o 12 ménesu
statistika
o PaZreizéja sérija Labaka sérija
y ® 104 zinots

2 26

O 3 noklikikinats
Tu pagaidam esi starp labakajiem 21% savu

kolégu Saja ceturksni. Loti labi!

32 neizpildits

ALSO Latvia Visas valstis
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25

26

27

28
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30

31

Raivo Reigass

Olegs Malnovs

Martins Kronbergs

Darta Gurska

Juris Ducens

Dace Ritere

Richard Sun

ligvars Lopatko

90%

90%

89%

89%

88%

88%

88%

88%

Aktivitates

2024. g. 11. sept.
Free lunch vouchers

2024. g. 4. sept.
Mazumtirdzniecibas NDA 23874

nepiecieSams paraksts

2024. g.19. aug.
Raimonds Kirejevs noraidija tavu

ikgadéjas algas parskatiSanas
pieprasijumu 19.08.2024.

2024. g. 6. aug.
raivo.reigass@also.com ir nepiecieSama

vairaku faktoru OTP autorizacija

2024. g. 24 jal.
Re: Re: URGENT Request

2024. g. . jal.

Secured attachment / SecureMessage.docx

Zinots

Zinots

Zinots

Zinots
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File Message Help

X O Y @& B 4 MR OO %A 3O @ & D

Delete  Report  Respond | Shareto All Quick Move ~ Tags | Editing Immersive  Translate  Zoom Reply with Viva Report Meetinch ~ Dynamics
~ v v Teams Apps Steps ~ - v - ~ - Scheduling Poall  Insights  this emnail 365
Feport Teams Apps Quick Steps T Language Zoom Find Time Add-in Hoxhunt MMeetinch Add-in
Mazumtirdzniecibas NDA 23874 nepieciesams paraksts
: 3 Repl “5 ReplyAll | — Forward 3| |
Adobe Sign <no-reply@aclobe.com:= ® J TERY J TERY i

To @ Raivo Reigass Trezd, 2024, gada .04.09 14:00
IEI If there are prablems with how this message is displayed, click here to view it in a web browser.

Adobe Sign

Sophie Blanda pieprasa parakstit Mazumtirdzniecibas NDA 23874

Sveiki, Raivo Reigass!
Ludzu, parskati un noformé Mazumtirdzniecibas NDA 23874.

Sophie Blanda
sophie.blanda@firmakalniholdings.com




HOXHUNT

Izcili!

Tu pamaniji Hoxhunt apmaciba uzbrukumu. Turpini zinot!

Apgusti 5aja simulétaja pikSkeréSanas uzbrukuma izmantotas
viltibas un nopelni vél vienu zvaigzni!

Talak W

Darba piendkumi =



E-pasta zinojuma
patiesuma parbaude

Mazumtirdzn

Adobe Si

Sophie B VA 23874

Sveiki, Raivo Reigass!

Lidzu, parskati un noforme Mazumtirdzniecibas NDA 23874.

Sophie Blanda

sophie.blanda@firmakalniholdings.com

T*ThE
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o Adobe Sign <=no-reply@aclobe.com=

= AL =

Raivo Reigass

Mazumtirdzniecibas NDA 23874 nepiecieSams paraks!

Adobe Sign

Sophie Blanda pieprasa parakstit Mazumtirdzniecik

Parskatit un parakstit

Sveiki, Raive Reigass!

Liudzu, parskati un noformée Mazumtirdzniecibas NDA 23874,

Sophie Blanda

sophie.blanda@firmakalniholdings.com

Sutitaja adrese

Talak
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Fail rate progress

Mean fail rate corresponding to number of simulations completed
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Analysis of reported threats

Emails reported as threat: Users that have reported threats: Emails reported as spam:

4173 914 4 588
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[(n = 821) (n =13} (n =250) {n = 883) (n =182) [(n =9])



Fail rate Miss rate Success rate Real threats reported [ user St&tlStI ka par

HOXHUNT

lietoSanu no
8 1stiem klientiem

N/o of reported threats /f month 4

Avots: HoxHunt
Petijums -
Months in training =




VALODU ATBALSTS

(SASKARNES, SIMULACIJAS, APMACIBAS)

* Bulgarian * [talian
* Chinese (Simplified) * Japanese
* Czech * Korean
* Danish * Latvie$u
e Dutch ) )
. English e Lithuanian
HOXHUNT | Eooniar ! Norweg
* Finnish on-’weglan
* Polish
* French
* Portuguese
* German .
(Brazilian)
 Greek ]
. * Romanian
* Hindi .
: * Russian
* Hungarian .
. e Serbian
* Indonesian )
e Spanish
e Swedish
* Thai
* Turkish

e Vietnamese



Reviews

TREAR

“Learning about cyber
security can also be fun”

A B A AN

“Let’s fight against phishing
emails all together!”

Hoxhunt
W W W17 v 160reviews | 3 discussions

“Hoxhunt phishing “Improved cybersecurity by
simulations are excellent creating behavioral changes in
and keep you alert!” your organization with Hoxhunt”

*RRERL A 2 4 2

“Excellent way to “A welcomed new approach
understand and proactively to cybersecurity training!”
work towards cyber security”

A A A & A B A &

“Excellent way to practice “Hoxhunt makes cyk
cyber security” security training fun : e
interesting”

Hoxhunt User Ratings

Ease of Use

Quality of Support

9.3

Gartner * & & & & 4.8

Compare Hoxhunt to similar products

HOX
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Apkopojam ieguvumus S R8¢

d Datos balstita efektivitate (7-8x mazinam risku iekrist)

4 Cilveki aktivi zino par istiem apdraudéejumiem (9x vairak)

4 Lidz pat 40 adaptetu simulaciju gada, katram lietotajam

d Pilna lokalizacija Latviesu un citas valodas

d Lietotajiem patik HOXHUNT (G2 aptaujas) (Ar1 Latvija Jau ieverojama
klientu baze!)

d Simulacijas tiek gatavotas uz istu apdraudéjumu bazes (tai skaita
no Latvijas klientu zinota)

d HOXHUNT platforma ir pilniba automatizeta

HOXHUNT



HOXHUNT 4 LEE

Paldies!

Piesakies OptiCom uz
DEMO, lal turpinatu sarunu!
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